Sécurisation du site :

Sommaire :

Ajout des extension :

Login Lockdown &
Protection

g s de s

Protect, lockdown & secure
login form by limiting login
gttempts from the same IP &
banning IPs.

Par WebFactory

Wordfence
Security — Pare-
feu, scanner de

i l' ‘ . ¥ logiciels

Wordfence malveillants, et
sécurité de

connexion

Plus de détails

Firewall, Malware Scanner, Two
Factor Auth, and
Comprehensive Security
Features, powered by our 24-
hour team. Maks security a
priority with Wordfence.

Par Wardfence Security
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Activation de Wordfence :

On fait des manipulation afin d’obtenir la licence :

i Wordfence

Securing vour WordPress website

You have successfully installed Wordfence 8.0.3

Register with Wordfence to secure your site with the latest threat intelligence.

GET YOUR WORDFEMCE LICENSE

Install an existing license

Wordfence
FREE

Free

Get a Free License

Join over 5 million
secure WordPress site
OWNEers using
Wordfence Free. Block
attacks with the basic

2/8



Get Wordfence Free

Site URL: https://lucy-lopez.fr
Email

lucy.lopez9605@gmail.com

This is where you will receive your license key and any future security alerts for your website

Would you like WordPress security and vulnerability alerts sent to you via email?

- 3

| have read and agree 1o, as applicable, the Wordfence License Terms and Conditions, Wordfence CLI License
Terms and Conditions, the Services Subscription Agreement, and Terms of Service, and have read and
acknowledge the Wordfence Privacy Policy and Notice at Collection.

Check your email

You'te almost donel Your license key has been sent to lucy lopez9605@gmail.com. Check your email
to complete the installation. You can also request free keys on the license page when logged into
wordfence.com.

If you need additional help, you can visit our documentation to get help installing your license.

Can' find the email?

Sur notre mail on recoit la clé de la licence :
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lm'll Wordfence

Securing your WordPress website

Install Your Wordfence License

Thank you for registenng for a Wordfence Free license. Your firewall rules and

malware signatures will be delayed by 30 days with Wordfence Free edition.

If you choose to upgrade to receve real-time firewall rules and malware signatures,

you can click here to get Wordfence Premium.

To complete the installation of Wordfence Free, you have two options.

Automatic Installation

Click the button below to automatically install the license key for hitps://lucy-lopez ir.

Install My License Automatically

The button above is valid for up to 24 hours and only within the same browser from which
the license key was requested. After that time period, or when acgessing your site from a

different browser, you will need to install the key manually.

On installe la licence sur notre site web :
M Install Wordfence

Install your license to finish activating Wordfence.

Email

lucy.lopez9605@gmail.com ‘

This is where future security alerts for your website will be sent. This can also be changed in Global Options.

License Key

INSTALL LICENSE

4/8



Free License Installed

Congratulations! Wordfence Free is now active on your website.

GO TO DASHBOARD

Voici I’interface de gestion de wordfence :

Mm Wordfence Dashboard Learn more abous the Dashboard

Waordfence Protection Activated

Premium Protection Disabled

) B Az g free Wordfence user, you are currently wsing the
Community version of the Threat Defense Feed
Premium users are pratected by additanal firewall
rulez and malwere signatures. Upgrade to Premism

Firewall Scan today to improve your protectson.
‘WAF Curmently in Learning Mode Detection of security Issues
Manage Firawall Manage Scan B ERLEREMIIM
Motifications Wordfence Central Status
‘Wordfence Central allows you to manage Wordfence on multiple stes
Mo notficetions recered [ ] from one lecabion. it makes security monitoring and configuring
Waordfence easier.
@ @ @
@ Cennection: Mot connected
Andit Log: Dizzbled (premism feature) Manage
Connect This Site Visit Wordfence Central
Tools Global Options
Help Pl
Live Traffic, Whois Lookup, iImport/Export, Manage globel options for Wordfence such
e 5 pordall e il Find the documentation and help you nead fanage o P e R
and Dagnostics as slerts, premium stetus, and more

Firewall Summary: Attacks Blocked for lucy-lopez. fr Total Attacks Blocked: Waordfence Netwark
@ Mo Data fvailable During Leaming Mode m 30 Day=
] Total Ausacks

0000 W\
2000000

Last Updatea: 57 minites sgo
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Activation de login Lockdown :

On va sur les « settings » :
(1 Login Lockdown

et EXTRA login protection | Settings

Diezactiver

On tombe sur cette page web :
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1 | WPLogin Lockdovms Lockdovms Failed logins
U Lockdown in fast 245 since phugin installed inlast 244

| Do you want Etay up-to-dat ically? Yes, enable suto-update. | Motharks.

2FA E%!:a;m:ha € Cloud Protection Temp Access m

‘:‘j Login Protection |:5‘| Activity @ Coontry Blocking

Basic Advanced Toola

Max Login Retries ]

Number of fafled fogin sttempts within the "Retry Time Periad Restriction” {defined below) needed to trigger 2 Lockdown
Retry Time Peried Restriction 5 minutes

The time in which failed login attempts are zllowed before a lockdown oocurs.
Lockout Length & minutes

The time a particular IP will b2 locked gut ence 2 lockdown Rias been tiggered.

Log Failed Attempts With Non-existant @

Usernames
Log failed log in attempts with non-existant usernemes the same way failed sttempts with bad passwords are logged.

Mask Login Ermors g

Hide log in error detaifs (such as invalid username, invalid password. invalid capteha value) to minimize data available 1o ettackers.
Block Type Completely block website scoess

o Only block access 1o the login page

Comptetely block website sccess for blocked [P or just blocking access to the kogin page

Block Message
Wessage displayed to visitors blacked due to too meny failed login sttempts. Default We're somy, but your IP has besn blocksd due fo too
many recent faited login stfempis:
Whitelisted IPs
Ligt of IP addresses that will never be biscked. Enter one [P per fine.
Your current P &5: 183.253.47 184
Show Credit Link »

Shigw 5 smafl “form protected by fink befow the login form to help others learm about the free Login Lockdown plugin & protect their sites.

Maintenant on le configure :

Puis on va sur I’onglet « captcha » afin de le configurer.
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‘:'] Login Protection

Captcha

B Activity

@ Country Blocking

[El2ra

Captcha ar "are you human” verification ensures bots can't attack your login page end provides additional protection with minimal impactto

users

Vesily Captcim B

Captcha € Cloud Protéction Temp Access m

Click the Verify Captcha button to verify thet the captcha works property. Otherwize captcha settings will nat be saved.

Save Changes o
Limsenmma of Frmall Adaress
Usemame or Emnl Addeess
[| Passiard
L]
FPaswamid —
Ari yoi human? Please sobe 3 - @
| REmamiser Me
"] Remember M -
Captcha Disabled Built-in Captcha

= No Additional Security

= Medium Security
= HNoAPlkeys

Pour récupérer le lien du site en cas de bug :

Usermame o Ensl Addess

Fasswond
L3
It it i Tivtat
"~ Remember Me n
reCaptcha v2
= High Security

Requires API Keys

Ussmame o Enind Adder s

[ ]

Passwnrd
L
| REmamber Me -
reCaptcha v3

= High Security
= Reguires AP Keys

':'] Login Protection @ Activity @ Country Blocking . 2FA g%ﬂimcha € Cloud Protection Temp Access m

Basic Advaneced

Email Test

Recovery URL

Import Settings

Export Settings

Toods

{

‘et il

Send &n email 1o test that you can receive emads from your webrsite

In case you lock yourself out and need to whitelist your [P address; please save the recaovery URL somewhere safe.

Do WOT share the recovery URL

Cheoisar un fichier | Aucu._tonne -

i
i
{
P
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